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Executive Summary
The cybersecurity landscape has shifted dramatically in the past several months, and
many industries find themselves under increased risk of cyberattack from determined
threat actors. According to a UK government survey, 39% of UK businesses suffered an
incident in the first quarter of 2021*, with many causing substantial damage.
It’s no surprise that the work of a cybersecurity professional is never done. While attackers
only need to get lucky once, defenders must be on high alert at all times, predicting and
preparing to mitigate threats before they even emerge. Luckily for IT Leaders, the opensource community is hugely active in the cybersecurity space, with no shortage of truly
remarkable, well-maintained, enterprise-ready tools that can be put to good use for a
range of tasks for zero cost!
I've curated a list of the best free cybersecurity tools you can use right now, from intrusion
detection systems, open-source penetration testing tools, and vulnerability scanners to
threat hunting and real-world intelligence.
Even if you may have heard of one or two before, I’m confident that you’ll find a gem on
this list. Remember, just because something's free doesn't mean it's cheap - some of the
most valuable tools around have been free. And while security tools cannot prevent all
breaches or attacks, these extra measures can definitely add value for your organisation
and open the door to more effective protection against potential cyberattacks.
Enjoy the eBook!

Phil Davies,
Secrutiny's Chief Technology Officer

*Department for Digital, Culture, Media & Sport - Official Statistics - Cyber Security Breaches Survey 2021
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#1 GAUNTLT
What does it offer?
Category?
Plans & Pricing?

A web application tester that allows continuous testing and
validation of custom web applications.
Web App Tester
Free

Brought to light at past RSA conferences was the automation process of testing
applications for security vulnerabilities and compliance so that the discipline could keep
up with modern deployment and development pipelines. GAUNTLT.org was one of the
pieces of technology used at the time, and its development has continued ever since.
While the rapid pace of Runtime Application Security Protection is increasing, there is
absolutely a benefit in integrating some elements of standardised tests right at the code
level so poor security configuration can be caught early in the development cycle and
revalidated later. This was a reoccurring issue.
A new application version goes live and is tested beforehand, many minor changes and
releases later, and the original configuration has some erosion which is not evident. How
useful would it be to continually test or regularly retest the security of your web
application? This is where GAUNTLT comes in.
It is getting a bit long in the tooth now, but if you want to get into regular compliance
testing using actual results rather than interviews or observation, this is a diamond in
the rough.

http://gauntlt.org/
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#2 Zed Attack Proxy
What does it offer?
Category?
Plans & Pricing?

A local proxy to test and validate web page/site configuration
and content.
Web App Scanner
Free and open-source

OWASP Zed Attack Proxy (ZAP) has continued to evolve throughout its establishment.
While all modern browsers have a developer mode to explore and examine the content of
metadata, arguments and cookies, sometimes you want to try specific tests, explore
some of the arguments and see the balance of client and server-side data points.
Using a browser proxy means you have more first-hand experience. You can record the
session interplay, which is especially important when conversing with developers who
may disagree there is an issue to resolve without seeing it in the flesh.

OWASP Automated Scan Example.
It has gotten a bad reputation in some parts because poor penetration test companies
and individuals have used this in the one-click mode and caused misplaced trust in both
the findings and its safe use. But read the manual and be prepared to execute only some
of the tests at one time before moving on and that you have a useful test and retest kit in
your hands.

https://www.zaproxy.org/
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#3 The Hunting ELK
Framework
What does it offer?
Category?
Plans & Pricing?

An open-source hunt platform with advanced analytics
capabilities.
Threat Hunting
Free and open-source

HELK or The Hunting ELK framework is one of the first open-source hunt platforms with
advanced analytics capabilities, including SQL declarative language, structured
streaming, machine learning and graphing. It is based on similar technology
components as some of the most sophisticated Security Operations Centre (SOC)
implementations, and while still in alpha, it is definitely worth a look.

The Hunting ELK Framework

Bookshelf Reads
'Practical Threat Intelligence and Data
Driven Threat Hunting' by Valentina
Palacin is highly recommended for
those wishing to get going with a threat
intelligence capability in their
organisation. It discusses how threat
intelligence and threat hunting is best
when you create and maintain a corpus
of pertinent information.

It is great that someone is prepared to put
all of that content and workflow into a
single suite of Docker images that are more
or less ready to go. This could be the start
of something huge, and building a strong
link into your SOC can bring threat hunting
and testing hypotheses around threats in
your environment into the front room of
your detection and response capability.

https://thehelk.com/intro.html
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#4 OpenVAS
What does it offer?

Category?
Plans & Pricing?

An open-source vulnerability scanner that can be scaled into a
larger deployment later if required. Its capabilities include:
unauthenticated and authenticated testing,
various high and low-level internet and industrial protocols,
performance tuning for large-scale scans.
Vulnerability Scanner
Free

There are plenty of ways
of providing standardised
vulnerability scanning and
results management, and
you are likely using some
of them already. But, if
your organisation is small
or you’re in a large
organisation and need to
check something where
OpenVAS Dashboard
the current solution will
not reach, OpenVAS could
be useful in your toolbox. Think of it as a penknife; it’s not a replacement for the many
specialist knives out there, but in certain times of need, it’s exactly what’s required.
The open-source versions are increasingly complex to find through browsing, but the
value in hunting out where they are is definitely worthwhile. One tip is to use YouTube
to shortcut the process of finding the correct repositories and naming schemes.
The modular nature means you can set up your own scanners and use the provided
OpenVAS scanner; this could be developed further to help people manage what to do
with the vulnerabilities found.

https://openvas.org/
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#5 Have I Been
Pwned?
What does it offer?

Category?
Plans & Pricing?

A website that allows you to search across multiple data
breaches to see if your email address or phone number has been
compromised.
Vulnerability Scanner
Free

Have I Been Pwned is not dissimilar to
logging on to HMRC to determine how
much tax you owe; you have to hold
your breath and squint before the
results arrive. It is a helpful mechanism
for establishing whether an email
address has been subject to a data
breach in one organisation or another.
From a security awareness point of
view, the advice is to encourage people
to use work accounts in as few places
online as possible. We all know that
people tend to ignore that advice, and
consequently, the more organisations
get breached, the more likely it is that
this information is out there.

google.com example

The trouble now is that there are so many breaches that most people have had one or
more email addresses feature in this list. So, in an incident, it may not tell you very
much. If you routinely want to check VIPs (or high privileged users) and remind them to
keep their work passwords and privileged passwords as far apart as possible, then that
could be a strategy for maintaining the dialogue.

https://haveibeenpwned.com/
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#6 SSL Labs
What does it offer?
Category?
Plans & Pricing?

An online service that performs a deep analysis of the
configuration of any SSL web server on the public internet.
Server and Web Application Testing
Free

As Public Key Infrastructure (PKI) continues to be challenged by the trust issues with
certificate authorities and intermediates, Qualys SSL Labs API, which allows developers
to test their server configuration, can help organisations avoid costly and embarrassing
mistakes. You can also invite your customers to run tests so they can see for themselves.
But, please note, when you go to SSL Labs, you'll find (what I call) a 'name and shame'
section on the right-hand side; this is the naughty step of websites. You should check this
list regularly to see if your name has appeared. After all, it's better for you to find out if
there's something wrong with your SSL front page before your customers do.

SSL Server Test

https://www.ssllabs.com/index.html
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#7 Canary Tokens
What does it offer?

Category?
Plans & Pricing?

Tiny tripwires that you can drop into hundreds of places, helping
you discover when you’ve been breached by having attackers
announce themselves.
Intrusion Detection
Free and paid subscriptions

If you've ever worried about data getting into the hands of people who shouldn't have it
and wanted to do something about it, you should consider canary tokens. It is not a
protection solution, and if the information is gone, all you'll find out is that it's missing.
But let's face it, until that moment, you probably didn't realise it was missing in the first
place.
There is a bewildering
array of different
choices, and it is easy to
grow into the priced
model for the solution,
but it could be just the
information you need to
get on top of an issue
before it becomes a
crisis.

Various Canary Tokens available

https://canarytokens.org/generate
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#8 Atomic Red Team
What does it offer?

Category?
Plans & Pricing?

A library of tests mapped to the MITRE ATT&CK framework
providing a highly actionable way to immediately start testing
their defences against a broad spectrum of attacks. Each test
runs in five minutes or less, and many tests come with easy-touse configuration and cleanup commands.
Simulation
Free and paid

We know MITRE is good for understanding attacks and that there is valuable information
associated with good detection aligned to MITRE, but once you have configured the right
rules for detection, you'll probably realise you can't easily test them.

You don't necessarily want to run
a red team, certainly not a full
one every week, but what if you
wanted to pick from a selection
of those regularly? Welcome
Atomic Red Team, a framework
that contains tests you can run
to emulate different MITRE
related vectors. Easy to extend,
community-supported and
available as a commercial
capability in time should you
need it.

One of the Atomic Red Team tests available

In terms of the returned value, Atomic Red Team is one of the best tools from which most
organisations could benefit. Even if it is only for inspiration or to spur you on to prove
your SOC is working as expected.

https://atomicredteam.io/
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#9 M365 Vulnerability
Assessment
What does it offer?
Category?
Plans & Pricing?

This scan shows you the number of low, medium, and high-risk
settings for each M365 module based on Zero Trust architecture.
Vulnerability Scanner
Free and paid subscriptions

When you implement Microsoft 365 (M365), you inherit more than 7,500 default settings
per user, with 30% of these directly affecting security. Although these defaults are fine
for organisations with low-security risk, they do not adequately protect your tenants
from the latest cyber attack trends.

M365 Vulnerability Assessment Sample Scan Results
Secrutiny offers a free M365 Security Scan developed with a team of international M365
security experts, that highlights configurations known to be used by attackers after an
initial breach. It includes a report providing actionable recommendations to improve
your M365 security posture.

Watch this video on YouTube to
learn more out on our free
Microsoft 365 Security Scan
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#10 Uncoder.io
What does it offer?

Category?
Plans & Pricing?

An online Sigma translation tool for SIEM saved searches, filters,
queries and APOI requests, which helps SOC analysts, threat
hunters and detection engineers translate detections on the fly.
Sigma Translation Tool
Free and paid subscriptions

While not strictly a testing tool, Uncoder.io is still worthy of mention. If you have a rule in
your favourite Security Information and Event Management (SIEM) and need to swap it
out or rewrite it for a new SIEM or System of Record (SOR), check it out; it is very useful.
And with increasing use of the SIGMA notation across SIEM and cloud vendors, this is
pretty special.
While you are there, check out the SOC prime free SIEM rules content. It's that good you
may end up buying the full version.

Uncoder.io Dashboard

https://uncoder.io/
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#11 Zeek & Suricata
What does it offer?

Category?
Plans & Pricing?

Zeek - Network analysis framework.
Suricata - An independent threat detection engine – it can
quickly identify, stop and assess the most sophisticated attacks.
Intrusion Detection
Free and open-source

Finally, we have two free
intrusion detection tools - Zeek
and Suricata, which, when
combined, are highly effective for
threat hunting. For instance,
Suricata can alert that a system
has been compromised and that
the incident and connections
before and after it took place are
logged by Zeek. This data can
then be investigated to verify if
other network communications
strengthen or help clarify the
incident.
However, while Zeek and Suricata
are free, it needs significant
compute to get up and running,
and depending on your network
architecture, will require a
mechanism to grab the data off
the wire. If you want to do that
properly, you are really into
packet brokers - sadly, these are
usually not free or even low cost.

Zeek - Raising a Notice Example

Suricata - Website Change Eventbox Example

https://zeek.org/

https://suricata.io/
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#12 TruKno
What does it offer?

Category?
Plans & Pricing?

Uncovers threats, actors, malware, CVEs, tools and more being
used on companies in your industry with similar technology
infrastructure.
Real-World Threat Intelligence
Paid subscriptions (with a 14-day trial)

So, this is a bit of an edge case for testing tools, but if you consider it as testing what you
understand to be the threats external to you but relevant, then this can come into the
family. You can buy a paid subscription for TruKno, which is solving one of the most
significant gaps in the industry right now.
The challenge with incidents and how they are handled and reported means that there is
no central source for what happened in an incident. And while MITRE and its community
invest time to understand the motives and paths of the larger APT groups, there is a
peloton of smaller incidents and actors that generate blips on a MITRE ATT&CK
visualisation that are harder to accumulate. This is what TruKno does.
A benefit of TruKno is that
it’s up to date with MITRE; it
has space for those things
that don’t slot nicely into a
MITRE pigeonhole, and you
get a sense of what trends
are taking place. Is it the
only answer to your threat
intelligence needs? No, but
you could do worse than
using this as a bump start
into telling the intelligence
story in your organisation.
TruKno Threat Board

https://www.trukno.com/

Who Are
Secrutiny?
Secrutiny is a cyber consultancy that
believes cybersecurity doesn't have to be
complex to be smart, and the right
balance between prevent, detect,
respond and recover offers the best
assurance that your operation will
survive an incident.
Want to learn more? Get in touch..
0203 8232 999

info@secrutiny.com
www.secrutiny.com

With diverse backgrounds in the latest
enabling technologies, IT systems
security, compliance and reducing risk,
our specialist team encourage and guide
you through the evolution of a journey
always based on improvement for better
security and peace of mind.

